be3onacHoCTh B HHTepHeTe - HHPOPMALMOHHAA 0€301IACHOCTh
B CETH MHTEPHET

be3onacHOCTb B MHTEPHETE — caMasl CYLIECTBEHHAs IPO0JIeMa COBPEMEHHOCTH,
C MacCOBBIM HAIUIBIBOM I10JIb30BATENIEN NHTEPHET IPEBPATUIICS B HICTOUYHHK HE
TOJIBKO IOJIE3HON U LIEeHHOW MH(OpMaIuu, HO U MOBBIIIEHHON onacHOCcTU. He
CTOUT YNOBaTh TOJIBKO HA aHTUBUPYCHI, HEOOXOJIMMO U caMOMy COOJII0/1aTh
IIPaBUJIa, KOTOPHIE IOMOT'YT 00€30M1aCUTh HE TOJNBKO €051, HO U CBOUX JIPY3EH.

IIpaBuia 6e30MaCHOCTH B C€TH HHTEPHET
Nudopmarmonnas 6€30MacHOCTb B CETU UHTEPHET CTAHOBUTCS TEMOM YPOKOB
B IIKOJIaX. Bupyc jerko noaxBaTUTh CO CIIaMOM, Ja)ke€ Ha MMPOBEPEHHBIX CalTax,
MO3TOMY OIIBITHBIE F03€Pbl PEKOMEHIYIOT YCTAHOBUTD HAJICKHBIN (PailpBoIu1 U
aHTUBUPYCHOE IPOrpaMMHOE 0OecrieueHrne, ¢ aBTOMATUYECKUM OOHOBIIEHHEM.
CymiecTByeT HECKOJIBKO MTPaBUIL:

VY nansaTh HeU3BECTHbIE MUChMA U (paiiiibl OT HEM3BECTHBIX aJIPECcaToB.
He unras, Opocats B ciam npeuioKeHus Jerkoro 3apaboTka.
HukoMy He moka3bIiBaTh CBOU MapOJIH.

He nonb3oBaThCs MO103pUTENBHBIMUA CCHUTKAMU.

PaboTaTh ¢ miaTeXHBIMU CUCTEMaMU Yepe3 MPUIIOKEHUS.

OtcnexuBaTh HHTEpHET-TpaP UK, €CIIU OH BAPYT CUIBHO BO3POC, BO3MOXKHA
BUpYCHas aTaka.

o gk owdE

Bbe3onmacHOCTH B COMMAJIBHBIX CETAX

HebOpexxHoCTh K BOIIpoCcy «0€30MacHOCTh B UHTEPHETE)» MOXKET CO3/1aTh
HeMaso npobaeM. OJHUM U3 OCHOBHBIX MICTOYHHUKOB OMACHOCTH SIBJISIFOTCS
COILIMAJIbHBIE CETH, TIOATOMY PEKOMEHAYETCS COOII0AaTh MEpPhl 0€30MaCHOCTH B
CETH MHTEPHET U HUKOTIa HE COOOIIaTh:

1. JlaTy nHs poXKAE€HUS CBOIO WJIM YJICHOB CEMBU.

2. Cewmeitnoe nonosxxenrne. OCOOEHHO ITO KacaeTcs )KEHIIUH, KOTOPbIE JIETKO
MOTYT CTaTh KePTBaMHU a(pepuCTOB.

3. MecTo xKuTenbCcTBa WK AaHHBIE 00 0The3e. MHOTHe JTI0H, Ye3Kas Ha OTAbBIX,
COOOMIAOT 00 ATOM B COLIMATBLHBIX CETAX APY3bSIM U 3HAKOMBIM. be3omnacHee
MI03BOHUTH, TOCKOJIbKY 3Ta MHGOPMAITHS MOXKET MOCITYKUTh HABOJKOU JIJIs
BOPOB.

4. Jlnunyto uHbopMaImio o cebe Uiu CIUIETHH O COTPYTHUKAX, C YIIOMUHAHUEM
UMEH W (paMUITHiA.

5. TlonpoOHBIC TaHHBIEC O JETAX, C YIIOMUHAHUEM UMEHHU U JIAThl POXKIACHUS. DTOU
uH(OpMaIKeil MOTYT BOCITOIb30BAaTHCS MOIIICHHHUKH.

be3onacHoCTh I1aTe:xe B HHTEPHeTE

B namie Bpemsi 00JbIIMHCTBO (PMHAHCOBBIX OINEpalUi MPOBOJUTCS Yepes
WHTEPHET, KAOMHETHI OHJIAH YJ0OHBI, HO TOKE TPEOYIOT YUUTHIBATH MEPbI
0€30MaCHOCTH B CETH UHTEPHET:
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HUKOTJIa HEe COO0IIaTh JaHHBIE KAPTHI,

3aBECTH BTOPYIO KapTy IS BBIIUIAT, €CIU pabOTOAATENN OKAXKYTCS
MOIIIEHHUKaMU, TO TOTepU OyAyT MUHUMAJIbHBIMH.

UTHOPUPOBATH 3aIIPOCHl OAHKOB O MPOBEPKE MAPOJIs, OHU UX HE PaCcChUIAOT.
JIroasim, KOTOpBIE BEAYT TOPTOBIIIO YEPE3 UHTEPHET, CTOUT OOPATUTh

BHHMMAHHEC HA TaKHUEC aCIICKTHI:

1.
2.

PaccuuThiBaThCS 32 MOKYIKU Jy4lle Ae0ETOBOU KapToil, a HE KPEIUTHOM.

VY CTaHOBUTH HA OCHOBHOM KAapT€ JJUMHUT JOCTYIHBIX JECHET WU MONOJIHATh CYET
nepesa NOKyImKaMH.

[To3aboturhest 006 CMC-uHhopMUpPOBaHUH, 3TO TOMOXKET BOBPEMSI
3a0JI0KMpOBATh JOCTYI K KapTe.

Ilonw3oBaThes IMPOBCPCHHBIMU CCPBHUCAMU.

OTKa3pIBaTHCS OT aBTOHHaTe)KCﬁ, OHHU MOT'YT «IIOCAIUTH)» IMOJIL30BATCIISA HA
O6p€MCHI/IT€JII)HLIe BBITIJIATHI.

be3omnacHocTh HHTCPHCT OaHKHHIa IIOMOYKET 00€CIIE€YNTh:

SS L-IIII/I(l)pOBaHI/Ie JaHHbIX, ICPCAaABACMBIX OT KOMIIBLIOTCPA IMOJIb30BATCIIA B
CUCTCMY OaHka u Ha3an,

MOJIy4eHHBIE B OaHKaX OJHOPa30BbIE MAPOJIH;
pazoBeie CMC-niaposnu;
ANIEKTpOHHAs UG POBast MOAIHUCH;
BHEIIHHUM 3JIEKTPOHHBIN KIIIOY;
Be3onacHOCTh NOKYNOK B MHTEPHETE

[Toxynku B MHTEpHET-Mara3nuHax O4eHb Y100HBI, HO TTOBBIIIAETCS PUCK

NOTEPSATh JEHBI'M HA MaxuHaNUAX adepuctoB. CrienuainucTsl pa3padoTanu s
MOKYTIOK TaKUE MEPhI 0€30MaCHOCTH B UHTEPHETE:

1.
2.

[TproOpeTaTh TOBaphI B KPYMHBIX MapKeTax.

[TpoBepsTh, COOTBETCTBYET JIM MH(POpPMAIIHS HA CaiiTe OHJIaliH-Mara3uHa
JEUCTBUTENBHOCTH, JOJKEH OBITh YKa3aH aJipec U Tele(OoH JIsi KOHTAKTOB.

Y TOUHATDH, KaK JABHO HA PHIHKE UHTEPHET-YCIYT paboTaeT TOProBas TOUKa
yepes JAaTy perucTpauuu JoMeHa. Ecim Mara3ud OTKpbhUICS HENABHO, JIy4Ille HE
PUCKOBATh, CAUTHI-OJJHOJHEBKH YaCTO UCIIOJIb3YIOT MOIICHHUKH.

Hcnonp30BaTh 3alIUINIEHHOE COCTMHEHUE.
3apaHee 03HAKOMUTBCS C OT3bIBAMH 00 HHTEPHET-Mara3uHe WM TOBape Ha
dbopymax.

be3onacHocTh paboThl B HHTEPHETE
UtoOB1 6€30MaCHOCTh B CETH MHTEPHET OblIa HAJAC)KHON, HEOOX0IUMO

NPpUACPIKUBATLECA HCCKOJIBKUX ITPAaBUII:

1.

OrcnexuBarh agpeca ccbUIoOK. Ecim mpeaaraercs NoCeTUTh M0 MEPEXOTy
JPYroil caiT, Jiy4lie He IPOBEPSITh, KyJa ITOT «KIYyOOUEeK» MPUBEIET.
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2. BHUMaTENbHO YUTATH CTPOUKH Opay3epa. BMmecto OHOKIACCHUKU. Py MOXKET
NpUITH noxoxkas - OJHOKIACCHUKU. PY. KOM, 3TO YK€ COBCEM MHasl pacChlIKa,
oIracHasi Jis1 KOMIIbIOTepPa.

3. He monp30BaThcs HE3HAKOMBIMU CCBUIKAMU WIH (pailiaMu, Jaxxe eciii OHU
OPUILLIA OT Apy3el. Jyuine yrouHuTh y IpUsTeNsl, IPUCHLIAJ JIU OH €€,
HEPEIKO Yepe3 B3JIOMAaHHBIM aKKaYHT PAcChUIAETCs BPEAHBIN CIIaM.

4. TlpoBepsTh MaTepHuabl, KOTOpbIE CKauuBaeTe yepe3 pailio0OMEHHUK.

be3onacHocTh 001IeHUsI B UHTEPHETE

MHorue nonb30BaTENN HAXOAST JIPYy3€eH B COLCETSIX, HO HY’KHO IOMHUTb, YTO
npu OOIIEHUH HE CTOMT UTHOPUPOBATH MpaBuiia 0€30MacHOCTH B MHTEpHeTe. Uem
00JIbIIIE KPYT, TEM BBILIE PUCK MOJYUYUTh HEMPUATHOCTH OT MAJIO3HAKOMBIX
monei. [IpaBuna o4ueHp NpoCThIE:

1. He BbIKJIagpIBaTh CKaHbI IOKYMEHTOB U JIaHHbIE OAHKOBCKHUX KapT, HHAYE
PHUCKYETE CTaTh 3a€MIIUKOM KPYITHOW CYMMBbI WJIM TOTEPSATH CBOU KPOBHBIE.

2. He yka3biBaTh azipec u MeCTo paboThI.

3. He cornamarscsi Ha BCTpe4H B peasie, €clid HOBbI 3HAKOMBIHN Mpejjiaraet
COMHHTENIbHOE WM MAJIOJIIOTHOE MECTO.

4. Ha popymax oOmaTbcsi yBaKUTEIBHO.

be3onacHocTh aereil B MHTEpHeTe

CoBpeMeHHbBIE IeTH CEeroJIHs — caMas 0oJIbIIasi 30Ha PUCKA, TOCKOJIbKY
0€30r0BOPOYHO TOBEPSIIOT OHJIAWH-IPY3bSIM, [10J HUKOM KOTOPBIX MOTYT
CKpBIBaThCsl HEZ0OphIe B3pocibie. bezonacHocTh neTelt B ceTH MHTEpHET — 3a00Ta
ponuteneil. MoXHO yCTaHOBUTH IPOrpaMMy, KOTOpasi OJIOKUPYET MOCEIIeHHe
OIMACHBIX CaTOB. OOBSICHUTE MOJPOCTKY, YTO PAJH CBOECH ke Oe30MacHOCTU
HEOOXOIUMO:

e HE MMHCaTh CBOM HACTOSIINE JTAHHBIE, aIPEC U HOMEP LIKOJIbI, TOCKOJIbKY UMU

MOTYT BOCTIOIb30BaThCS AQ)EPUCTHI;

e HE YCTaHABJIMBATh HEU3BECTHHIE TPOTPAMMBI;
e HE IOBEPSITH 0€30TOBOPOYHO BCEMY, UTO MUIIYT B CETH;
e COOOIIATH POTUTEINSIM, €CIIU MOSBUIUCH TI0I03PUTENHHBIC 3HAKOMBIE,

HACTOMYMBO MpeJIaramlire NOBUIAThCA B peae.

be3onacHOCTH B HHTEPHETE - KTPYNIbI CMEPTH

OrpoMHbIN a)KHOTaX BbI3Baja AEATEIbHOCTh «TPYII CMEPTHY,
MOITATKUBAIOIINE MOJIOJICKb K caMOyouiicTBy. bezonmacHocTh B cetu crana
WJUTIO30PHOM, JJIsl HE KEJAaoUMX pacCcTaBaThCs C )KU3HBIO B XOJI ILIJIU YTPO3BbI.
Ecnu pebeHok cTan 3aMKHYTBIM U 3allyTaHHBIM, HE UCKIIIOUEHO, YTO MPUYUHOMN
ATOTO SIBJIETCS Takasi ceKTa. KOpOTKMI MHCTPYKTAX JIJIsi B3POCIIBIX, KaK
MOCTPOUTH CIIOKHYIO Oeceny:

1. OOBICHUTH, YTO JJIsl TE€X, KTO TOJKAET HA CMEPTh, 3TO CIIOCO0 3apaboTath, YeM
0O0JIbIIIE TAKUX CIIy4aeB, TEM OOJIbIIIE PEKIaMbl CalTy.



2.

3.

ApPryMEHTUPOBaTh, YTO OPTAHU3ATOPHI TAKUX CEKT — HEAJEKBATHBIC JIIOJIH, U
HEJb3 YMUPaTh, YTOOBI JOCTABUTH YAOBOJBCTBHE ICUXOMATAM.

[logpickaTh HaMMMCAHHBIE METUKAMU MaTepUANIbl O TOM, KaK OOJIE€3HEHHBI JII00bIE
croco0bl caMmoyOuiicTBa.

3aBepUThb, YTO YIPO3bl TEM, KTO HE XOUET NOJAYUHATHCA — HaJyMaHHbIE, B
peaNbHOCTU MPUYUHUTH BPEJl OPraHU3aToOPhl He ocMensTes. Ecinu ke nogooHbIe
3BOHKH BCE K€ UMEIH MECTO, HEOOXOJUMO OOpaTUTHCS B IPABOOXPAHUTEIIbHBIE
OpraHsbl.



	Безопасность в интернете - информационная безопасность
	в сети интернет
	Правила безопасности в сети интернет
	Безопасность в социальных сетях
	Безопасность платежей в интернете
	Безопасность покупок в интернете
	Безопасность работы в интернете
	Безопасность общения в интернете

	Безопасность детей в интернете
	Безопасность в интернете - «группы смерти»



